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Lattices & Codes

Lattice Binary Code
L(B) := {3 xibi : x € Z¥} C R" C(B) :={>ixibi : x € F’z‘} C Fy
Euclidean Hamming

[ [ ] [ ] [ ] [ ]

[ ] [ ] [ [ ] [ ]
/"
[ ] [ [ ]
0 by

[ ] [ ] [ [ ] [ ] [ ]

[ ] [ ] [ ] [ ] L]

L = b7+ bZ ¢ = {000,011,101,110}
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Hard Problems

Lattice Binary Code
A1(L) ;= min X dmin(C) ;= min |x
(£) = min llxll in(C) = min |
Euclidean Hamming
[ ] [ ] [ ] [ ]

L =bZ+ bl ¢ = {000,011,101, 110} 5 / 15



Lattice

Find a short nonzero
vector v € L(B).

L = bi17Z + b7

Hard Problems

Binary Code

Find a short nonzero
codeword v € C(B).

¢ = {000, 011,101,110}
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Hard Problems

Lattice

Given a target t € R" find
a close vector v € L(B).

Binary Code

L = bi17Z + b7

Given a target t € Fj find
a close codeword ¢ € C(B).

¢ = {000, 011,101,110}
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Basis Reduction

B’ .= B-U is a basis of £(B) if and only if U € GL4(Z).

b,
[ ) L o [ ) [ ) [ ]
0 by
[ ) [ ) [ ) [ ) [ ] [} [ ] [} [} [} [ ) [ )

4 / 15



Basis Reduction
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Basis Reduction

B’ .= B-U is a basis of £(B) if and only if U € GL4(Z).
Invariant: det(L) := Vol(R"/L) = det(B).

b,
[ L ° ° °
0 by
° ° ° ° ° ° ° ° ° ° ° °

Find a ‘good’ lattice basis of L.

Short and somewhat orthogonal. 4 / 15




Gram-Schmidt Orthogonalisation
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Gram-Schmidt Orthogonalisation

- °
_bj = b

Fundamental Area: JFpg+ := []

i=

[y



Gram-Schmidt Orthogonalisation

k
Fundamental Area: Fp+:= [] [—%b}",%b;“)
i=1

Babai Decoding: e:=t — v € Fp=



Gram-Schmidt Orthogonalisation

b = m(p,,...0;_1)- (bi)
—_————

Ly

° o L o ° ° °
2
° Ib---ao ° °
0 b] = by
° ) ° ° ° °

k
Fundamental Area: Fp+:= [] [ 1px 1b*>
i=1

5D 5b; Good Basis:

Babas ST Ibfll =~ ... = ||bg|
abai Decoding: e:=t —v € Fp-
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log || b} ||

Area = logdet(L)

index i
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Lagrange Reduction (k=2)

Wristwatch Lemma

For any lattice £ of rank 2
there exists a basis (b1, b2) s.t.

(b1, b2)| < 3 |1

U
CARSYERT1
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LLL Reduction

Definition
A basis B of L is LLL-reduced if
(wi(bi), mi(bi+1)) is Lagrange Reduced
for all i < k.
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LLL Reduction

Definition
A basis B of L is LLL-reduced if
(wi(bi), mi(bi+1)) is Lagrange Reduced
for all i < k.

[
Vi <k, b} < /373

i
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LLL Reduction

Definition
A basis B of L is LLL-reduced if
(wi(bi), mi(bi+1)) is Lagrange Reduced
for all i < k.

[
Vi <k, |b]| < VA/3- b7
i}

Iby|| < /8] T - det(L)1/k

Docre
Q
.og”b;HW

index i
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LLL Reduction

Definition Algorithm
A basis B of L is LLL-reduced if While 3i s.t. (mi(bi), wi(bit1))
(wi(bi), mi(bi+1)) is Lagrange Reduced is not Lagrange Reduced,
for all i < k. Langrange Reduce it.

U
Vi <k, b < /373 |b
J

byl < VA73'T - der(c)Vk

Docre
Q
T

index i

*
i+1
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LLL Reduction

Definition Algorithm
A basis B of L is LLL-reduced if While 3i s.t. (mi(bi), wi(bit1))
(wi(bi), mi(bi+1)) is Lagrange Reduced is not Lagrange Reduced,
for all i < k. Langrange Reduce it.

U

Vi <k, [b}] < /373 |by,|
Requires a slight relaxation.
U (e-Lagrange Reduced)

Termination in poly-time:

Proof argument:

||b1||<\/V2 - det(L)V/k
P=3>(n+1—i)-log|bf|

D = !
SCreage i<k !
log || b7 || ¥ Sloy, D by € at each st
i 1y ecreases by € at each step
and is lower-bounded.

index i
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Binary Codes

C(B) := {>; xibi : x € Fk} C F3

k-dimensional subspace of F7,
endowed with the Hamming metric.
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Orthopodality

To mimic LLL we need
a notion of orthogonality
for codewords.
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To mimic LLL we need
a notion of orthogonality

for codewords.

Inner product
(x,y) = > xiyi mod 2
gives no relations
on [x|,|y[, |x @ yl.

Definition
Supp(x) := {i: x; # 0}.
Orthopodality
x Ly if
Supp(x) N Supp(y) = 0.

Ix @ y| = [x] + |yl
if x Ly

Gram-Schmidt-1like

orthopodalisation

B
S"OC0NBORCOCOMCIED
-ONMORO0O0OC0NNCIN
Jgu| |mim] | |mimim] | |m
2 | |mimimimim] | m] | |
-sONBROOROCOREO

B*
TOC0NEONOCONCIED
» OROO00000C0 O
s OOO00O0ROO000000
» BOO00000RO000
s OOOO00O0OmMO0O0O0OO

Orthopodality

10 / 15



To mimic LLL we need
a notion of orthogonality

for codewords.

Inner product
(x,y) = > xiyi mod 2
gives no relations
on [x|,|y[, |x @ yl.

Definition
Supp(x) := {i: x; # 0}.
Orthopodality
x Ly if
Supp(x) N Supp(y) = 0.

Ix @ y| = [x] + |yl
if x Ly

Gram-Schmidt-1like

orthopodalisation

B
~EEEEEOO00000
»ONOEOEEEO000
guim) Im) jmj |} | =m
guinim] | | |m] |mjm] |n
» HEO0ONOREOOCON

B*
»AEEEEDOOO0000
»OO0000NERCOIO00
s OO0O0000000 M0
» OO00000000mC
» OOOO00O00O00O00O0O000OM

Orthopodality

10 / 15



To mimic LLL we need
a notion of orthogonality

Gram-Schmidt-1like

P i 5 orthopodalisation
or codewords.
Inner product B
(x,y) = > xiyi mod 2 ~HEEEROO000040
gives no relations ~ORCOHRCEERCICCO0O
n Il L X @ . Su(ul [u] [u[ || [ [ufu
guimim] | | [m] |=im] =
Definition s HEOORCOERBOOON
Supp(x) := {i : x; # 0}. .
Orthopodality b Z
: ‘T HEEERC0O000000
x Ly if s AOOOC0NBERCOCO0
Supp(x) N Supp(y) = 0. Invariant: mimjmim] | ==
e o |[DOO000EO
x@yl=Ixl+lyl | X161 =18we(O)l GOOOOO0M
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Orthopodality

To mimic LLL we need Cram-Schmidt-1ike
a notion of orthogonality

P i & orthopodalisation
or codewords.
Inner product B
(x,y) = > x;jyi mod 2 HEEBERERO0O000
gives no relations b [ ] | |=m
on |x|, |yl [x ® yl. N [NEEN
Definition b (2(b2), w2 (bs))
Supp(x) := {i : x; # 0}. .
Orthopodality b Z
: 'IEERRCO00000
x Ly if s AOOOC0NBERCOCO0
Supp(x) N Supp(y) = 0. Invariant: OOoOOmmEO0
x@yl=Ixl+lyl |2 1bF1=Iswer(©)l. OOOOOOCE
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Langrange Reduction (for codes)

Lemma
For any code C of support size n = |Supp(C)|,
and rank k = 2, there exists a basis bj, by s.t.

|bi| < |b2|,  |Supp(b1) N Supp(b2)| < 3 - |by].
|b| < 2 |b3|




LLL Reduction (for codes)

Algorithm
While 3i s.t. (mi(b;),mi(bi+1)) is not Lagrange Reduced,
Langrange Reduce it.
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LLL Reduction (for codes)

Algorithm
While 3i s.t. (mi(bi),wi(bj+1)) is not Lagrange Reduced,
Langrange Reduce it.

* Runs in polynomial time.

e No need for an e-relaxation.

e Same potential argument works.

67| < 2-|bf ], |b7[ =1

U

[logy |b1]] —k
|b1|_ 221 Snz +1
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Prange Decoding
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Babai Decoding (for codes)

Prange Decoding
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Babai Decoding (for codes)

Prange Decoding

O t+ bs+ b3+ b
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Prange Decoding
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Babai Decoding (for codes)

Prange Decoding

Fun. Domain: e € F := Fg_k x {0}k
Worst-case: |e| < n—k

BEOBROBRBOOOO0O e Average-case: E[|e|]:"%k
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Prange Decoding

EECOROEECOO0O0OO0 e

Babai Decoding

ENEEEOOO0000
ONCNCOEEEOO00
OONONCEEEECDO
OOCONEECOECOOND

EECCECINECCCE
ONEECEECOECON

Fun. Domain:

Worst-case:

Average-case:

Babai Decoding (for codes)

e € F:=Fy* x {0}k
le] <n—k

Ellel] = %3¢
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Prange Decoding

Fun. Domain: e € F := Fg_k x {0}k

Worst-case: |e| < n—k

BEOBROBRBOOOO0O e Average-case: E[|e|]:"%k

Babai Decoding

LS
Fun. Domain(*): e € Fp+:= [] B|L|Lt|*|/2j
i=1 !

Worst-case: |e| < Y7 ,||bf|/2] < n—k
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Babai Decoding (for codes)

Prange Decoding

Fun. Domain: e € F := Fg_k x {0}k

Worst-case: |e| < n—k

BEOBROBRBOOOO0O e Average-case: E[|e|]:"%k

Babai Decoding

k *
Fun. Domain(*): e € Fp+:= [] B||_[|);;f|*|/2j
i=1 !
Worst-case: |e| < Y7 ,||bf|/2] < n—k
_________________________ Better when

OOO0OROOROEO0O0O e Average-case: [E[le|]] < ”%k more reduced!
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Improved hybrid algorithms

T T T T T T
220 |- 008E0OCOOCOSO e =5
5 g15 | e % i
ko

£ ]
B 510 a
EE ,
g »t " ' ]
‘T O LeeBrickell, Experimental b
> 20 o LeeBrickell, Prediction |
= . o LeeBrickellBabai, Experimental

95 |- e - - - LeeBrickellBabai, Prediction B

| | | | | | | | |
240 248 256 264 272 280 288 296 304 312 320 328 336

w

©(n%"7/log(n)) heuristic speed-up over standard Lee Brickell.

Compatible with more advanced algorithms.
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Thank you!

Paper:
eprint.iacr.org/2020/869

Code & Experiments:
github.com/1lducas/CodeRed
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eprint.iacr.org/2020/869
github.com/lducas/CodeRed

