A Short Survey of Cryptography Based on the
Lattice Isomorphism Problem
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LWE, SIS, NTRU lattices: versatile, but poor geometry.
Many remarkable lattices exist with great geometric properties.

Can we use these in cryptography?

Lattice Isomorphism Problem: yes, we can!
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Lattices and decoding

Lattice £(B) := {>_; xibj : x € Z"} C R"
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Encryption scheme based on LIP
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Encryption scheme based on LIP
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Encryption scheme based on LIP
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On LIP, quadratic forms,
remarkable lattices, and
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Just How Hard Are
Rotations of Z" [BGPSD23]

1-bit PKE based on Identification Scheme KEM&PKE Signature Scheme
ALIP with Z". LIP ALIP ALIP
HAWK [HAWK23,FH23] [ HAWK-AC22 [DPPvW22]
fast & compact & fp-free [ structured version of Z"
J l Module-LIP* /omSVP

4 /12



HAWK - a Signature Scheme from 7Z"

Simplicity of Z" + module-LIP*
U
competitive signature scheme

1On Ludo's Laptop
5/ 12



HAWK - a Signature Scheme from 7Z"

Simplicity of Z" + module-LIP*
U
competitive signature scheme

® Fast: KeyGen: 3.5 ms! Sign/Verify: < 0.1 ms
S Compact: |#Poub] = 1024 bytes |sig| = 555 bytes
/& Hardware friendly: < 12KiB RAM no float/double

1On Ludo's Laptop
5/ 12



HAWK - a Signature Scheme from 7Z"

Simplicity of Z" + module-LIP*
U
competitive signature scheme

® Fast: KeyGen: 3.5 ms! Sign/Verify: < 0.1 ms
S Compact: |#Poub] = 1024 bytes |sig| = 555 bytes
/& Hardware friendly: < 12KiB RAM no float/double

Team from academia and industry: Joppe W. Bos, Olivier Bronchain, Léo Ducas, Serge Fehr,
Yu-Hsuan Huang, Thomas Pornin, Eamonn W. Postlethwaite, Thomas Prest, Ludo N. Pulles, vW

Only lattice scheme in round 2 of NIST call for additional signature schemes.

1On Ludo's Laptop
5/ 12



HAWK - a Signature Scheme from 7Z"

Simplicity of Z" + module-LIP*
U
competitive signature scheme

® Fast: KeyGen: 3.5 ms! Sign/Verify: < 0.1 ms
S Compact: |#Poub] = 1024 bytes |sig| = 555 bytes
/& Hardware friendly: < 12KiB RAM no float/double

Team from academia and industry: Joppe W. Bos, Olivier Bronchain, Léo Ducas, Serge Fehr,
Yu-Hsuan Huang, Thomas Pornin, Eamonn W. Postlethwaite, Thomas Prest, Ludo N. Pulles, vW

Only lattice scheme in round 2 of NIST call for additional signature schemes.

1On Ludo's Laptop
5/ 12



Cryptanalysis

Cryptanalysis

] T

Algebraic Structure Invariants

Geometric Structure

6 /12



Cryptanalysis

Cryptanalysis

] T

Algebraic Structure Invariants

Geometric Structure

6 /12



Cryptanalysis

Cryptanalysis

] T

Algebraic Structure Invariants

Geometric Structure

6 /12



Cryptanalysis

Cryptanalysis

] T

Algebraic Structure Invariants

Geometric Structure

6 /12



Algebraic Structure

Cryptography is a trade-off between efficiency and security
structure

7/12



Algebraic Structure

Cryptography is a trade-off between efficiency and security
structure

Module-LIP: replace £L = B - Z" by L = B - O for ring of integers Ok.

7/12



Algebraic Structure

Cryptography is a trade-off between efficiency and security
structure

Module-LIP: replace £L = B - Z" by L = B - O for ring of integers Ok.

. . L4
1 2 >3 rank r

7/12



Algebraic Structure

Cryptography is a trade-off between efficiency and security

~———
structure
Module-LIP: replace £L = B - Z" by L = B - O for ring of integers Ok.
—95—0— :
1 /2 >3 TTee-a rank r
[ ———@
Totally real Totally imaginary

7/12



Algebraic Structure

Cryptography is a trade-off between efficiency and security

N————
structure

Module-LIP: replace £L = B - Z" by L = B - O for ring of integers Ok.
e *—, —0— >
E 1 /2 >3 TTee-a rank r
[ T  J
: Totally real ‘A single real embedding is all it takes’ Totally imaginary
: [MPMPW24| [APMvW25]

7/12



Algebraic Structure

Cryptography is a trade-off between efficiency and security

[CMEPMPW25,CM25]:
So4S: q = a® + b + % + d?
attack does not work 7 / 12

N————
structure
Module-LIP: replace £L = B - Z" by L = B - O for ring of integers Ok.
R O—P—0— >
E 1 /2 >3 TTee-a rank r
5 . T *
: Totally real ‘A single real embedding is all it takes’ Totally imaginary
: [MPMPW24| [APMvW25] HAWK (CM field)
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[VW24] Random lattices in a genus behave like general random lattices.
= any genus contains dense and smooth lattices = tighter security proofs

Module structure + Genus?

[LLM24] stronger when rank r = 2 and totally real.
[vG25] > 21050 module lattices have the same genus as HAWK.
[M25] > 2850 module lattices have the same as HAWK.

Conclusion: invariants do not seem to affect security.
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trivial

[BW24]

Linear or Signed Permutation
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trivial

direct-sum lattices [vGvW25]
[BW24]

Linear or Signed Permutation 9 .
O(d*®) module-ALIP calls

= key recovery (LIP).
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The Future of LIP?

LIP+Z" is enough to on LWE and NTRU.

Better lattices = smaller keys and ciphertexts

Reductions: WC — AC within genus?
LIP <+ ALIP?

Cryptanalysis: module-LIP & remarkable lattices

Thank you!
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